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Security solutions 

Speaking 1 Work in pairs. Make a l ist of al l the different words about secur i ty threats and 
attacks you can t h i n k of. 

Reading 2 Read the descr ipt ions 1-8. Match the words in the box to the descr ipt ions. 

adware hacker browser hijacker malware attack spyware 
Trojan virus worm 

Malicious software that can 
copy itself and infect the 
system. (1). 

Affects privacy. It does not 
take control of a computer 
system, but sends 
information about the use 
of a computer system. 
(2) 

Spreads without the user 
taking action and usually 
acts in operation system. 
(3) 

A program which is usually 
free but contains malicious 
files. (8) . 

A person who on purpose attempts 
to break into a computer system and 
use it without the knowledge of the 
owner. (4) 

Software that replaces the 
user's search engine with 
its own. (5) 

Speaking 3 Have you ever had a computer security threat? Has anyone ever hacked into your 
computer system? Use the words and phrases in 2 t o describe what happened. 

4 Work i n smal l groups. Discuss what y o u can do to stop these problems. 
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Vocabulary 5 Ma tch the secur i ty so lu t i on 1-5 to its purpose a-e. 

Listening 6 

1 a firewall — a) prevents damage that v iruses might cause 
2 ant i v i rus software b) make sure on ly author ised people access 

the ne twork 
3 authent ica t ion 1 c) checks the user is a l lowed to use system 
4 username, password and d) b locks unauthor i sed access 

b iometr i c scanning codes 
5 enc ryp t i on e) protects the system from publ ic access 

Listen to th is dialogue and answer the quest ions. Ludek has asked his 
IT expert f r iend, Ales, for help. 

1 Why does Ludek want Ales to check his laptop? 
2 Why is Ludek wo r r i ed that he may lose his project? 
3 What does Ales th ink has happened to Ludek's laptop. 
4 W h y does he recommend Ludek instal ls an anti-spyware software? 
5 Why is i t impo r t an t to have a ne twork access password? 
6 What w i l l Ales do for Ludek? 

Language 

Expressing possibility 

We use may/might + infinitive without to to talk about 
things that are possible now or in the future. 

You may have a virus on your computer. 

The program might not run properly. 

Speaking 7 Work in pairs. Practise g iv ing advice to a non-IT expert on pro tec t ing 
the i r computer . 

Example: 
Non-IT expert: What should I do to stop ... ? 
Expert: You should ... .It may/might.... 



Workstat ion health and safety 

Speaking 1 Work in pairs . Make a l ist of compute r hea l th and safety problems. Compare 
your l ist w i t h another pair. 

Vocabulary 2 Label th is d iagram w i t h the advice 1-8. 

1 There shou ld be clearance under the w o r k surface. 
2 You shou ld have y ou r feet flat on the floor. 
3 Make sure your forearms and hands are in a stra ight l ine. 
4 Your lower back shou ld be suppor t ed . 
5 Your screen shou ld be pos i t ioned to avo id reflected glare. 
6 Keep you r shoulders relaxed. 
7 You shou ld have y ou r th ighs t i l t ed sl ightly. 
8 Make sure the t op of the screen is at or s l i ght ly be low eye level. 

Speaking 3 Work in pairs . Answer these quest ions about the advice in 2. 

1 Do you always fo l low the advice? 
2 What o ther things can you recommend for good compute r use? 
3 Have y o u had (or given) compute r use training? 

4 Work in pairs . Practise g iv ing ins t ruc t ions to each other. 

Example: Make sure you .... 
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Reading 5 Read th is l ist of rules for using a company computer . W h i c h ones do y o u 
follow? Why? 

COMPUTER 
DOS AND DON'TS 

Things you should do: 
- Run Scandisk regularly to check and repair your file systems. 
- Connect all peripherals before you switch the computer on. 
- Keep your keyboard and screen clean. 
- Keep CDs and DVDs in covers and hold them by the edge when using. 
- Always shut down your laptop computer first if you need to move it. 
- Secure your hardware from sudden power surges. 

Things you should not do: 
- Do not disconnect the keyboard, mouse, monitor, printer or any peripheral if 

the PC is on. 
- Don't eat food or drink near the keyboard and computer. Don't blow smoke 

over your PC. 
- Don't move or lift your desktop computer when it's on. Don't drop your laptop. 
- Don't clean your hardware with a household polish or cleaner. 
- Don't turn your computer off for lunch breaks. 
- Don't load unauthorised software. 

Vocabulary 6 Match the verb 1-5 w i t h the noun a-e. 

1 swi tch/turn off — a ) software 
2 eat \ b ) software 
3 connect \ c) per iphera ls 
4 load \ d ) food 
5 r u n e) the compute r 

Speaking 7 Work in pairs. Discuss what o ther rules y o u can add to the two l ists in 5. 
Compare your l ist w i t h another pair. 

8 What is the most impor tan t ru le y o u can give about compute r use? Work in 

pairs. Practise g iv ing advice t o each other. 

Example: Always ... ./You should .... 
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Security procedures 

Speaking 1 What security procedures are you familiar with? Make a list and share it w i t h 
the group. 

Reading 2 Read this text on security and match the headings in the box w i t h the 
paragraphs 1-5. 

Data transfer and backup Email and network usage 
Password recommendations Reporting IT security incidents 
Safety security requirements 

S y s t e m s a n d n e t w o r k s e c u r i t y 
All employees must follow security and safety procedures approved 
by the management. 

1 
Only install and use software that the management has approved. Install the latest 
antivirus and antispyware tools. 
Keep current with security software updates and patches. 
Follow office health and safety standards. 

2 
Choose a password that is difficult to guess: use between 6 and 8 characters, 
have letters in upper and lower case and intermix letters, numbers, and 
punctuation marks. Keep your password private. Change your password every 
9 weeks. 

3 
Configure your email software to use secure protocols. Use company official 
e-mail software only. Always double check that you are sending your message 
to the right recipient. Do not send sensitive data over the network. Use mail 
encryption to send sensitive data. Do not download unknown files or files for 
private use, such as movies and music. 

4 
Transfer files via a secure connection. Back up files regularly on the server in your 
homefolder. Do not use external drives. 

5 
Employees must notify their supervisor or IT help desk about any damage, misuse, 
irregularities or security breaches. 

Vocabulary 3 
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Ma tch the ve rb 1-6 w i t h the noun a-f. 

transfer a) protoco ls 
insta l l "v b ) software 
fo l low N. c) procedures 
use d ) files 
not i fy e) an inc ident 
r epor t f) a superv isor 
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Speaking 4 What are the most impo r t an t procedures to fo l low in the document in 2? 
W h i c h procedures do people sometimes not follow? 

Language 

Expressing prohibition 

a rule or requirement (We use these when it is 
necessary not to do this or to tell someone not to 
do something.) 

You mustn't give your password to anyone. a rule or requirement (We use these when it is 
necessary not to do this or to tell someone not to 
do something.) 

You aren't allowed/permitted to share your password 
with anyone. 

a strong recommendation (We use this to give advice.) You shouldn't use your date of birth in your 
password. (It is not a good idea to do this) 

Listening 5 « j U L isten and repeat these sentences. 

1 You mustn ' t put y ou r cup of coffee on the computer . 
2 You mustn ' t w o r k w i t h o u t breaks. 
3 You aren't a l lowed to smoke in the office. 
4 We aren't a l lowed to send pr ivate emails. 
5 You shouldn ' t eat lunch at your desk. 

Speaking 6 Work in smal l groups. Talk about the compute r regulations in your company or 
college. Use you mustn't, you aren't allowed to and you shouldn't. 

Writing 7 Write a document l ist ing the regulations you talked about in 7. Use these headings. 

P e r s o n a l u s e o f c o m p u t e r s P e r s o n a l u s e o f c o m p u t e r s 
H e a l t h a n d s a f e t y 

1— 
H e a l t h a n d s a f e t y 

S e c u r i t y 
~ L _ 

R e p o r t i n g p r o b l e m s 
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Reporting incidents 

Speaking 1 Have y o u ever repor ted a secur i ty incident? What was i t about? 

Reading 2 Read these five IT inc idents in a company. 

• Incident report 
Date: 0Z.05 

Report for: Miley O ' r W a 

Report prepared by: Ann Greshon 

Incident: 
teacher; has accessed the database t o change 
students grade 

Recommendations: 

Incident report 

Date: 

Report for: 

Report prepared by: 

Incident: 

Recommendations: 

Incident: 

Recommendations: 

employee has changed the printer settings 

e,Mp\oqec's ckildrc*. Wave. m.s-h»ll&J cpme.s on. 
coMpaAt^S. laptop 

• 

• 
Incident report 

Date: 

Report for: 

Report prepared by: 

Incident: 

Incident: 

Recommendations: 

ernptOyee W\S> Ins ta l l ed P2.P s o f toooxre 

Recommendations: 

Speaking 3 Work in pairs. Grade the incidents: 1 = the least serious. 5 = the most serious. 
Then compare your grades in small groups. 

Writing 4 Wr i te a shor t r epor t t o the IT superv isor on the most serious inc ident . You w i l l 
need to give recommendat ions on how to deal w i t h the inc ident . 
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Business matters 

Reading Work in pairs. You are systems safety coord inators . You have already 
comple ted two inspect ions of the IT systems in QuickFix L td . The first 
inspect ion was about ne twork secur i ty and the second about hea l th and safety 
in a workplace . Your invest igat ion shows that the company has v e r y poor 
secur i ty and safety systems. Look at the p ictures and make notes. 

Computer 

• 

Speaking 2 Based on the in fo rmat ion in the pictures and y ou r notes, present your repor t 
after the inspect ions. Student A: ta lk about hea l th and safety in the workplace . 
Student B: ta lk about ne twork security. 
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